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https://www.ukfinance.org.uk/system/files/2024-05/Annual%20Fraud%20Report%202024_0.pdf
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Contact centres taking card payments by phone, by vertical market



https://listings.pcisecuritystandards.org/pdfs/SAQs_for_PCI_DSS_v4.0_Bulletin.pdf
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https://www.pcisecuritystandards.org/document_library?category=pcidss&document=pci_dss
https://www.pcisecuritystandards.org/document_library?category=pcidss&document=pci_dss
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How is the contact centre’s PCI DSS compliance programme run? 
(by contact centre size)

Self-assessment questionnaire (SAQ), not externally audited Self-assessment questionnaire (SAQ), externally audited

Internal dedicated resource External qualified security assessor (QSA)

No PCI compliance programme



• 

• 

• 

• 

3 See  for more detail.  

https://www.pcisecuritystandards.org/documents/Protecting_Telephone_Based_Payment_Card_Data_v3-0_nov_2018.pdf
https://www.pcisecuritystandards.org/faqs
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Pause and resume recording

Clean desks / rooms - pen, paper, mobile prohibited

Detect and block DTMF tone (DTMF suppression)

Cloud provider (no card details enter contact centre)

Manual processes and training

Obscure data entered on agent screen

Screen recording application does not capture card details

Take payment by IVR mid-call

Send secure payment link by SMS or email

Tokenisation

Specific internal teams take card payments

Take payment by IVR post-call

Use of card fraud reduction methods
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https://www.pcisecuritystandards.org/documents/Protecting_Telephone_Based_Payment_Card_Data_v3-0_nov_2018.pdf
https://www.pcisecuritystandards.org/documents/Protecting_Telephone_Based_Payment_Card_Data_v3-0_nov_2018.pdf






https://listings.pcisecuritystandards.org/documents/Tokenization_Product_Security_Guidelines.pdf
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Effect of cost of compliance on card payments, by contact centre size

There has been little/no extra cost and
change in process

There has been a slight cost and change
in process

There has been a significant cost and
change in process

Because of this, we now use a third-party
to take card payments
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Single largest cost for PCI DSS compliance, by contact centre size

The cost of a qualified security
assessor (QSA)

Dedicated staff member(s) for
compliance

Staff training

Software and/or payment technology
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Proportion of calls requiring caller identification & average time taken, 2010-24
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Proportion of calls requiring caller identification, by vertical market
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